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This work is supported by ...

The BlogForever Project:

Co-funded by the European Union's Seventh Framework Programme (FP7-
ICT-2009-6) under grant agreement n° 269963.

The BlogForever project (http://www.blogforever.eu) aims to establish best 
practices and an associated software platform capable of aggregating, 
preserving, managing and disseminating blogs. 

http://www.blogforever.eu/


Previous works have focused on the study of formats for isolated 
object types. 

The storage of groups of objects have been handled by packaging 
formats that aggregate constituent object formats.

Previous studies



In the web environment ...

Objects found on the web:  

     - frequently reference other objects;
     - represents dynamically changing information and ownership;
     - harbour varying permission levels associated with their components.

The web is huge. The storage architecture selected must support 
scalability, in terms of: 

     - storage,
     - seachability, and, 
     - its ability to support newly emerging complex functionalities
       (e.g. data intensive machine learning techniques).



Information producers on the web
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In fact ...

In the digital environment, provenencial evidence surrounding digital 
objects can be derived from information external to the object such 
as:
     - file modification dates and user name of the modifier,
     - lists of files that were deleted, 
     - logs of processes (e.g. installation of programs) and
resulting errors, and, 
     - trails of programs that had been run on the system.

This kind of history is retained on the system disk, as a result of often 
tacitly understood standard practice in software design and systems 
administration (e.g. see http://c2.com/cgi/wiki?LoggingBestPractices). 

This is information that should be retained to trace accountability (not 
only with respect to humans but also software and hardware).

http://c2.com/cgi/wiki?LoggingBestPractices


Formats

1. Formats for packing, storing, transferring, and backing-up the content 
(e.g. tar, International Internet Preservation Consortium WARC, AXF).

2. Formats that capture raw data, intended for recovery or installation (e.g. 
partimage, dd raw image).

3. Combination of formats listed in item 1 and 2) and standard compression 
methods (e.g. gzip, zip, bzip2, lzma).

4. Formats that combine packing and compression (e.g. 7-zip, PeaZip).

5. Forensic disk image formats (e.g. aff, aff4).



Criteria

Criteria Related Library of Congress SF Description

Completeness

Recoverability

Validation Disclosure

Scalability N/A

Transparency

Metadata flexibility Self documentation

Flexible data handling External dependencies

N/A, only discussion re validation 
tools

access to full 
syntactic, semantic 
and pragmatic 
information

N/A, only discussion about not using 
compression and encryption

localised damage 
control
e.g. piecewise 
hashing
Influence on 
process efficiency

Disclosure, Impact for patents, 
Transparency

e.g. open to direct 
analysis with basic 
tools
user defined 
metadata
restrictions on 
source, size, and 
type of platform

 Library of Congress sustainability factors from: 
http://www.digitalpreservation.gov/formats/sustain/sustain.shtml
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Comparison of formats (1)

Completeness of data



Comparison of formats (2)

Recovery functions

Tar: 
Native recovery option exists, the utility cpio handles recovery of 
corrupt tar, Tar Repair tool exists for windows, and the availability of 
Advancerpair.

7z: 
None found at the time of investigation. WinRar utilities might help.

PeaZip:
None found at the time of investigation.



Comparison of formats (3)

Validation mechanisms

Tar:
No hashing utility.

7-zip:
CRC and SHA-256

PeaZip:
15 algorithms available (Adler32, CRC16/24/32/64, eDonkey, MD4, 
MD5, Ripemd160, SHA1, SHA224/256/386/512, Whirlpool512)

Only PeaZip performs piecewise hashing.



Scalability: 

© Copyright 2004 Juha Nieminen 
http://warp.povusers.org/ArchiverComparison/

Text compression:7-zip, PeaZip, tar+gzip, tar+bzip2

Comparison of formats (4)

Tar does not allow random access of files, but requires the smallest 
amount of memory to process files. 



Comparison of formats (5)

Metadata flexibility

Tar, 7-zip, and Peazip can only contain predefined basic metadata such 
as

file name, 
file mode,
owner’s numeric user id, 
group’s numeric user id, 
file size in bytes, 
last time modified in numeric Unix time format, 
checksum (if possible to calculate), 
link indicator (file type), 
name of linked file.

PeaZip may not restore all of these attributes on OS X. 7-zip resets 
permissions across platforms. 



Comparison of formats (6)

Flexibility handling data

Splitting files:
Tar and 7-zip cannot control segment size nor create distributed storage. 
PeaZip can split files. 

Size limits:
7-zip limits file size to 16 exabytes in file size and a memory limit of 4 
gigabytes on 32-bit systems and requirement for large memory in general. 
PeaZip limits file size to 2^64 bytes – while there is a limit on memory, the limit 
is not clear.

File system, object type and platform requirements:
PeaZip imposes limitations on file systems. 



Comparison of formats (7)

Main weakness of packaging formats designed for backup or transfer of files:

1. Coverage of data is incomplete
2. Lack of recovery and validation mechanisms (tar is supported by the most 
number of tools)
3. Lack of metadata flexibility and unreliable recovery of metadata across platforms.
4. Variable limits on file size, memory and file systems. 

Main advantages of WARC and AXF format: 

1. flexible metadata handling

However, completeness of data is unclear, and platform independence is 
unclear (e.g. Wayback machine is required for WARC).

Main disadvantage of disk image formats: the input has to be a entire disk!



Attribute tar WARC
Completeness no yes 

Recoverability no yes yes
In-built validation no yes
Scalability yes

Transparency yes yes

Flexibility embedding metadatano yes yes
Flexibility handling data

aff
partial

File structure preserved 
but not other 
dependencies and 
change history.

possible with gzip
no

Have to unpack 
everything before it can 
be searched or indexed.
May have limits on size 
if it becomes huge.

partial

No information on 
whether it can be 
searched without 
unpacking and 
decompressing.

yes 

 partial

Cannot control file 
sizes.
Access possible using 
several software, but, 
software might be 
proprietary.

partial

Rendered accessed only 
by Internet archive 
software.
As it does not interact 
with  embedded data, 
size may be difficult to 
control

partial

Input data only in the 
form of  disks.
Easy manipulation of 
data chunk size. 
Access possible using 
several access software.

Tar, WARC, aff



Overcoming the limitations of aff



Summary

We have:

1. discussed attributes for file formats that need to be considered within 
an archive to support digital preservation;
2. compared a broad range of file formats with respect to seven core 
file format attributes that we have identified;
3. made a direct comparison of three of the file formats, tar, WARC, 
and aff; and,
4 proposed the Advanced Forensic File (aff) format, as the most robust 
among the three formats as a data-mining aware preservation storage 
format for a web archive.



Discussion (1)

© Copyright 2011 AFFLIB. All rights reserved.



Discussion (2)

© Copyright 2011 AFFLIB. All rights reserved.



Discussion (3)

© Copyright 2011 AFFLIB. All rights reserved.



Next steps

Further studies required:
 
1. how will information be captured into virtual disks (e.g. will blogs 
from one website be kept together?), and
2. how will the information within each object be segmented and 
distributed? 

Next step:

A small-scale experiment to compare the target formats with respect 
to selected blogs harvested from the web, using the identified 
preservation attributes as evaluation criteria.
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